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Abstract- Smart cities are rapidly developing in the current era, with an increasing number of residents using smart
applications such as medical, transportation, environmental, education, and so on, which enables a network security weakness
vividly increase a number of cyber-threats, specifically, "distributed denial of service attacks (DDoS)" has significantly
increased a risk in smart city IoT applications. Numerous research have suggested a variety of approaches, including machine
learning, deep learning, and optimization techniques, which offer reliable detection and mitigation solutions. However,
scalability and computing expense still make it difficult. State-of-the-art attack detection across "Federated Learning (FL)"
techniques, which have lately gained prominence due to the substantial advantages of safeguarding clients' personal data, are
critically evaluated in this systematic review. These articles provide a thorough analysis of the FL frameworks for DDoS
attack detection in smart cities from 2022 to 2025 due to the significant expansion of this subject. The key drawbacks and
benefits of the suggested framework and conventional models were discussed in this study in a variety of fields, such as
"Internet of Things (IoT), Internet of Vehicles (IoV), blockchain-supported privacy, and edge cloud-based collaboration
systems." Our research examines detection accuracy, methodology, and model architecture designs in the different smart city
contexts. Overall, we offer a critical perspective on the state of the study on this subject, emphasizing and elucidating the main
obstacles that FL. and conventional models must overcome. We also offer future approaches to improve the security and
accuracy of detection for the upcoming generation.

Keywords- Federated Learning, smart cities, DDoS attack, Internet of Things (loT), traditional models
1. Introduction

Globally, surveys have shown that cities are growing in size and population. The lack of resources and infrastructure,
such as healthcare, transportation, education, and the environment, was making daily living in metropolitan areas more
difficult. By controlling actual storage and distribution systems, the concepts of "smart cities" were employed to extend
transportable computer technology to all of the city's sectors and components. The cities were concentrating on
technology for managing distributed information through "Internet of Things, cloud computing, and big data analytics"
in order to become more adaptable. Congestion control, environmentally friendly resource management, citizen
satisfaction, and infrastructure development are just a few of the critical aspects of smart city organizations and
operations that are being improved by these data handling mechanisms in urban areas that must handle the data by
creative solutions that offer long-term viability [1]. This smart city delivers an efficient and improved service for large-
scale, interdependent urban property development. The occupants were receiving dynamic, intelligent, and flexible
services from these institutions [2, 3]. A range of IoT devices and sensor networks are used in smart cities to create apps
that are aware of their surroundings. The various smart city applications are shown in Fig. 1. In this case, the research
and designs of sensor networks were vulnerable to cyber-attacks. The enormous volume of data flow was raising the
possibility of security problems, such as denial-of-service attacks and data availability. Additionally, the consequences
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of the compromised infrastructure included data loss, unreachable sensors, potential risk to the personal information of
smart city citizens, and the use of malware programs to disseminate false information [4-6]. All of these concerns were
emphasized as being essential for offering effective security measures to deal with possible security issues in the
presence of the internet in extensive IoT environments, which promotes resolving the dynamic attack metrics in
cybersecurity. It was still difficult to identify the vulnerable DDoS attacks quickly and precisely. Traditional models
were put forth in numerous studies to address this issue however they are unable to detect attacks when the traffic is
hidden. Thus, the novel mitigation strategy was created using cutting-edge machine learning and optimization techniques
that identify and track the real-time network changes [7-9].

Fig.1. Smart city applications

Consequently, FL was created to address the aforementioned problems with the centralized approach [10].
"Horizontal FL, vertical FL, and federated transfer learning" were the three main categories into which FL was typically
divided. Additionally, the FL is quite accurate and reliable in identifying cyber-attacks, such as "distributed denial of
service (DDoS)". Because some controllers have been subjected to attack payloads while others only receive regular
traffic, the aggregation methods in this FL model, such as FedAvg and weighted average, were modified to account for
the different traffic intensities across diverse software-based communication networking fields. This was accomplished
by using FL, which lowers the communication networks and safeguards local privacy while maintaining resistance to
attack actions [11-13]. Although the FL has many benefits, such as improved DDoS detection and security, it has
security flaws. For example, it only shares an updated model, which allows attackers to obtain personal information. It
also lacks device capabilities, connectivity issues, and vulnerability because of malicious model changes. Additionally,
some attackers are using poisoned updates to trick the global model, which has an impact on privacy and detection
accuracy [14, 15].
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In this study, we carried out a methodical analysis with an emphasis on the FL framework for DDoS attack detection
in smart cities. In the present scenario, 2022-2025, our study integrates a thorough examination of DDoS assaults and
kinds, mitigation measures, and preventative approaches gathered from the published studies. The following is a
summary of this study's main goals:

e To improve security and accuracy, we examined current publications to recognize DDoS attacks with FL in
smart cities.

e Examining the benefits and limitations of FL, prior studies can help address issues with smart IoT nodes.

e Traditional machine learning (ML) and deep learning (DL) model-based DDoS attack detection are compared,
which highlights the difficulties mentioned in this study.

e Additionally, we made use of the model architecture DDoS attack types and smart city vulnerabilities described
in this review.

e Using assessment measures, a performance analysis of all the examined research was carried out.
2. Background

Three important subjects that bolster our thesis are presented in this section. First, in recent research publications,
we use DDoS assaults and their varieties in smart city environments. The architecture of the FL process modules in [oT
devices is then shown. Lastly, the benefits of FL and the drawbacks of the conventional approach were also covered.

2.1 DDoS attacks and their types in smart cities

The IoT devices' ease of setup and feature extraction led to their implementation in numerous services and
applications. More portable gadgets are routinely linked to the internet worldwide. Attackers are increasingly focusing
on poorly configured networks and deploying DDoS assaults to destroy their data as a result. DDoS assaults have
dramatically grown in recent years, according to the majority of study. In order to safeguard these gadgets, security
measures and adequate defense against hackers were needed [16].

DDoS attacks in a smart city were divided into two categories: bandwidth depletion attacks and resource depletion
attacks.

e Broadband depleting assault: By overloading the targeted networks with malicious traffic, bandwidth
depletion attacks prevent users from accessing network services. "Amplification attack and Flood attack" is a
subtype of this. An amplification attack occurs when an attacker sends a brief message to a server or broadcast
address in the form of a spoof request. The server or broadcast addresses react with longer data than the
anomalous request, which creates an amplifying circulation in the victim's direction. For instance, "Fraggle and
Smurf." Then, flood assaults happen when an attacker transfers a significant volume of traffic to the target
network service using a device that has been taken over, such as zombies.
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e Depletion of resources exploits: These attacks prevented the victim's systems from processing, storing, or
managing protocols in order to fulfill legitimate user requests. "Protocol exploitation and malformed packet
attacks" are subcategories of this. PUSH+ACK, TCP SYN flood assaults, and weak signal network protocols
are all used by the hijacker in this protocol manipulation attack. Additionally, by sending damaged or
improperly constructed packets, malformed packet assaults confuse or crash the target. For instance, IP packet
option fields and IP spoofing [13]. Fig.2 demonstrates the DDoS attack in smart cities.

Spread
infection

Attackers

N
------------ L) Target Server

Real user

Fig.2 DDoS attack in smart city
2.2 Federated learning architecture

In order to build an initial local model for system training, each node gathered local traffic data and used that data
to train its own local model. While this FL sent the nodes' model updates to centralized nodes for model accumulation,
other models were sending raw data. Subsequently, the chief server integrated these changes to create an improved
global model that duplicates all user data acquired. The global model was then sent back to the edge server for real-time
DDoS attack detection. By eliminating the transmission of the biggest datasets, this FL procedure helps to minimize the
problem of data outflow while protecting the privacy of personal information and conserving bandwidth [13]. The Fig.3
represents the federated model architecture in smart cities.
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Fig.3 Federated model architecture in smart cities

2.3 FL vs traditional models for DDoS attack detection

Because the FL permits training for its own data but only sends updated models to a central server, enabling
distributed computing, it offers a viable answer for improving security and privacy preservation from the DDoS assault
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in smart cities. By not sending personal data, these decentralized devices improve data privacy preservation and lower
computing resource costs. The FL's flexibility and scalability for real-time DDoS attack detection and mitigation make
it ideal for decentralized IoT networks. Additionally, the efficacy of FL-based DDoS detection relied on their capacity
to handle the many essential components.

The IoT devices were producing massive data streams, and the dynamic network services needed to quickly identify
any new threats. However, the conventional detection approaches are centralized and vulnerable to scalability problems
and single-point errors. Because the existing approaches compromise user privacy by transferring and storing important
data in centralized systems. Improving the IoT security challenges impacted by malware attacks—which are made
possible by FL—is required to address these problems [39].

3. Systematic Literature review

We examined recent research on identifying DDoS cyber threats in this area, which may be thoroughly discussed.
A summary of the systematic literature review is shown in Table 1.

A novel "Outlier Exposure (OE)-enabled cross-silo FL framework (FedOE)" for identifying DDoS assaults in IoT
devices is presented in this study [17]. Additionally, they employ a "OE-based Autoencoder (0AE)" to more effectively
identify the abnormalities. An OE loss function is used to compare this encoder with the "traditional autoencoder." To
show that they could generalize the 50 classified assaults at every edge level, they were assessing the OE with FedOE.
When it comes to identifying the critical DDoS assaults in the IoT context, this suggested new model has a higher F1-
score. Additionally, they suggested a model that needed further performance enhancement in order to effectively identify
the unlabeled assaults.

In addition to applying three different gradient boosting, XGBoost, and RF models to give consumers localized and
well-balanced data partitions, this study [18] attempts to use a hybrid federated principles framework for DDoS
detection. The "synthetic minority oversampling technique (SMOTE)" was used in this case to lessen the imbalanced
data. Additionally, they employ the "Down-sampling (Tomek links)" approach, which enhances performance and class
distribution. This suggested federated approach preserves privacy and reduces communication cost by just transmitting
model-updated data to aggregate rather than the complete data. Real-time attack implementation over additional network
cells is guaranteed by these models. These models are remarkably accurate in identifying various DDoS attack types,
such as SYN flood, HTTP GET flood, ICMP flood, UDP flood, and DNS amplification. The reported model's
performance indicators were Fl-score, accuracy, recall, and AUC-ROC. These measures showed that the suggested
federated architecture is more accurate, minimizes latency, lowers computing cost, protects privacy, and increases the
robustness of realistic threat detection in 5G networks. This suggested article does not cover the examination of privacy
leaks, which impacts data privacy.

The author of [19] creates an adaptive FL model to identify DDoS assaults. In this case, the FL was a cybersecurity
device solution based on an adaptive mechanism that controls the FL processes by dynamically allocating the numerous
computational resources to members whose attacker profiles were more challenging to learn without requiring the
sharing of tested data to monitor the performance of the trained model. The accuracy and convergence time across
imbalanced data of various DDoS assaults are improved by this model, which uses a dataset of recent DDoS attacks.
Additionally, while retraining the model to include new assaults on pretrained models, this suggested model exceeded
resilience in a temporal scenario. While simulating the FL framework, they do not take into account potential harmful
attacks on users' and servers' vital parameters, which they will take into account in their further work.

phdservices.org


mailto:phdservicesorg@gmail.com

\

D +91 94448 68310

@ phdservicesorg@gmail.com

Author of [20] suggested a FL decentralized-based DDoS attack detection method that uses a convolutional neural
network and DL techniques to successfully identify DDoS assaults. Data privacy was given top priority in this work by
processing the data locally, which reduces the need for centralized data collecting and increases detection accuracy. The
comparison reveals that the suggested federated paradigm outperforms the other alternatives for IoT networks.
Nevertheless, this approach fails to attain consistent accuracy and lacks certain difficulties, processing overhead, and
communication complexity.

While users produce network traffic at a low rate the author in [21] mitigates the most troublesome DDoS and their
form of low-rate DDoS (LR-DDoS). They employed a weighted FL framework that identifies low-rate DDoS assaults
for this purpose. These WFL models were tested using MATLAB, and the evaluation results showed that, in comparison
to the other methods, their models had remarkable accuracy for LR-DDoS detection. Future work will use SDN to
alleviate the inability of these models to govern IoT networks against malicious assaults.

FL for cyber security in IoT systems was suggested in this paper [22]. In order to teach the edge devices to safeguard
the data, this approach guarantees decentralized data processing models across localized models. Anomaly assaults are
detected by this "Gated Recurrent Unit (GRU) based recurrent neural network (RNN)." The suggested models exhibit
remarkable accuracy in identifying DDoS assaults with lower computational overhead and power consumption than the
conventional models, according to the experimental findings of these models. Nevertheless, this suggested model's
ability to handle ultra-low energy IoT devices is restricted, and it is unable to identify sophisticated susceptible assaults
in [oT settings to protect privacy.

The author of [23] focuses on recognizing the biggest assaults and utilizing a revolutionary FL strategy to produce
dependable and improved performance in IoT nodes. The CIC 10T2023 dataset was utilized in this study to detect DDoS
attacks. In this case, the classification accuracy was being improved by the federated deep neural networks. In order to
provide reliable fit data for classification, the models were also preprocessed using a variety of methods prior to the
training stage. By using FL, the model carries out "feature normalization," "data balance," and "model prediction."
Lastly, the experimental validation findings demonstrate that, in comparison to existing models, the innovative
recommended technique has a remarkable DDoS attack detection accuracy. The suggested method in this novel does
not examine communication overloads and privacy leaks, which are important aspects that will be taken into account in
subsequent studies.

The goal of this study [24] is to identify DDoS assaults in the banking industry for financial institutions. To do this,
they employ a variety of categorization models to forecast DDoS attacks with greater precision. To carry out the
detection, they were gathering data from the bank. Additionally, the suggested study adds more complexity to the design
of the generic models, which improves the performance of the model that is provided. "Random forest algorithms,"
"support vector machine (SVM)," and "K-Nearest Neighbors" models were used to carry out the categorization.
Ultimately, the comparison of these various machine learning models reveals that the SVM outperforms the other KNN
and RF models in terms of DDoS attack detection accuracy. This suggested model has several drawbacks that call for a
more effective training procedure and significant computational energy consumption.

In order to reduce the network resources accessible to cybercriminals, the author of [25] concentrated on offering a
solution for "Honeynet security tools with network slicing" capability. The IoT accessibility in 5G networks and future
6G networks is supported by this suggested solution. The precise results were obtained by evaluating the mMTC and
eMBB traffic profiles using an emulated testbed. The findings of the suggested model demonstrated that a solution to
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the "Honeynet security tools" in the 5G network IoT smart city environment could be achieved. Additionally, the model
has a significant implementation cost and computational overhead.

In this article [26], a "Gini index" for feature selection and FL for model training are used to develop a novel
technique for more accurately identifying DDoS assaults. In order to increase the accuracy of the model, they chose
essential elements and removed extraneous characteristics. In order to protect privacy and provide scalability, FL then
made it possible for the model to be trained dispersed among a variety of devices. Ultimately, the experimental findings
demonstrated that the suggested model for DDoS attack detection had remarkable accuracy and low computing cost.
This method's sophisticated selection with FL offers a robust and effective answer for the IoV's contemporary
cybersecurity systems. Additionally, by reducing consumption time and memory storage utilization, this study makes it
possible for the lightest and quickest computers to run realistic Internet of Things applications. Additionally, they are
not taking into account other important assaults that enhance the system's detection, such intrusion and anomaly
detection.

In order to improve the accuracy and dependability of identifying assaults in IoT nodes, the author in [27] created
a fog computing-enabled FL-based IDS that employs a DL technique called "convolutional neural networks (CNN)."
This DL model was trained with improved data privacy and reduced latency guaranteed by fog computing, enabling a
variety of IoT networks. They do this by using two different datasets, such as I[IoT and CIC-IDS2017, which contain a
variety of networks. The results of this model demonstrate its remarkable accuracy and strength in identifying susceptible
DDoS assaults in Internet of Things applications. Furthermore, they suggested that in order to enhance performance, the
model requires robust data handling techniques, energy-efficient systems, and adaptive learning machinery.

This study [28] use a block chain to detect DDoS assaults in IoT, enabling safe information to be disseminated by
smart city applications. The relevance of the simulation in the suggested model was that it took into account a smart city
and comprised a testbed of real-time IoT devices and "blockchain Ethereum." In processing these messages, the impacts
of "transmission memory, time, and CPU" utilization were ascertained. Prior to being collected from IoT network data
management apps, the messages were handled using the "Application programming interface sign, identify, and
validation" methodology. Additionally, the model that is being provided has a problem with data leaking and lacks large-
scale ecosystems.

In order to protect edge cloud settings from cyber threats including "Denial of Service (DoS), injection attacks, and
DDoS," the author of [29] offers a "SecFedDNN" method that incorporates "federated deep learning approaches." The
edge level pre-aggregations for the suggested SecFedDNN models were filtered using the "Layer-Adaptive Sparsified
Model Aggregation," which identifies anomalous attacks and enables the well-balanced "multi-class evaluation for
federated clients." Then, using the FedAvg protocol, which preserves the raw localized data, DNN was trained on several
customers. Additionally, they tested the performance of the suggested DNN model using extended short-term memory.
This outcome demonstrates that the suggested method outperforms other current models in terms of accuracy and
computing resource costs. Advanced aggregation techniques like "Federated Proximal (FedProx) and Federated
Curvature (FedCurv)," which enhance detection under shorter convergence times with varied and unbalanced data
distributions, are not used by the model.

Hybrid FL and DL architecture for identifying DDoS attacks by building features on traffic data was proposed in
this article [30]. This study reveals the relationship between abnormalities related to DDoS assaults and both short-term
and long-term industrial traffic statistics. Additionally, they employed a "convolutional neural network (CNN)," which
increased accuracy by identifying the temporal characteristics of industrial traffic. The subsequent optimization
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throughout FL made possible by this suggested global detection model trains the distributed data and aggregation
mechanism that offers a safe environment for the data of industrial clients. Their method has a reduced convergence
time and a greater accuracy, according to the model validation findings. The suggested paradigm in this study has
synchronization delays and is not verified in other industrial control system situations.

In order to identify DDoS attacks, the author of [31] suggested a "distributed machine learning mechanism,"
sometimes known as federated machine learning. To precisely identify DDoS assaults, this suggested methodology is
connected with the blockchain network. The various machine learning frameworks, such as "Random forest (RF),
logistic regression (LR), and multilayer perceptron (MLP)," were used to evaluate the suggested models. According to
their models' comparative results, the suggested federated machine learning combined with a blockchain network
framework has outperformed previous methods in terms of DDoS attack detection accuracy. The suggested method does
not mitigate the security mechanisms; it only detects the threat.

This study [32] uses a "Host Intrusion Detection and Prevention System" to identify cyber-attacks more accurately
and in real time. By integrating this method with FL, the devices were able to assess the localized data and identify more
unusual traffic. By employing an effective federated trained model and detection techniques across DL models, this
suggested study seeks to reduce the computational burden and minimize the impact of the single point of failure. This
approach offers a way to preserve data in IoT contexts and has remarkable accuracy. They suggested that although it
offers numerous benefits, problems with malicious or poisoned client data updates still exist.

In order to safeguard IoT settings, the author of [33] proposed a FL framework for recognizing needless infiltration
concerns. This suggested strategy uses federated training of localized data to provide a very private and secure data
environment. Only updated parameters were shared by the localized IoT client data with the global server, which
compiles and disseminates them to improve threat detection techniques. Every time the F1 model is trained, the clients
receive updated local IoT data from the global server and use it to train their local data, protecting their personal data
while improving the model as a whole. The suggested methodology performs dependably and effectively in identifying
DDoS attack incursions in [oT settings with remarkable precision. The accuracy of the entire system is impacted by the
suggested model's continued absence of a global model. The clients got irrelevant data, uploading and model changes
were extremely sluggish, and the system had devices that were not working in the middle of the operation.

An asynchronous FL arbitration framework based on bidirectional LSTM (bi-LSTM) and attention mechanism
(AsyncFL-bLAM) is used by the author in [34] to identify low-rate DDoS attacks. The leader node election algorithm"
in the suggested paradigm was created to build the asynchronous FL framework. Additionally, the task of extracting the
characteristics and arbiter for locally identifying low-rate DDoS attacks has been taken on by the provided bLAM.
Furthermore, the bLAM models parameters are uploaded and aggregated asynchronously between the client and leader
nodes using the suggested combined model. Their model has remarkable accuracy and generally lowers the
communication overhead, according to the model experiment test results. The bi-LSTM and attention mechanism in the
newly suggested model are computationally expensive, and the leader node has problems.

To successfully detect the infiltration, this study [35] suggests combining "horizontal FL with convolutional neural
networks and bidirectional long short-term memory" models. This combination model aimed to overcome the current
constraints of scalability and communication overhead while enhancing the efficacy of the FL technique in IoT nodes.
In this case, the "BiLSTM model" captures the temporal and sequential patterns in the client's data while the suggested
CNN model extracts the significant features. Additionally, they suggested a model that only sends the FL central server
the learnt weights. By updating the aggregated models to optimize the diversified global model, this FL server increases

phdservices.org


mailto:phdservicesorg@gmail.com

y
D +91 94448 68310

@ phdservicesorg@gmail.com

accuracy. The experimental validations of these models show that they have effectively identified IoT device assaults.
The communication overhead and computational cost have risen due to its combined FL with the CNN-BiLSTM model.
Additionally, this is having scaling problems because there are so many different IoT networks.

In order to identify DDoS, DoS, and brute force cyber threats in IoT contexts, the author of [36] suggested a
"optimized Isolation Forest model." In order to get improved accuracy results, they additionally employ XGBoost, SVM,
LR, and RF as detecting classifiers. During the evaluation, the model's performance was assessed using "precision,
recall, F1 scores, ROC curves, and precision-recall curves." Their models include data privacy and protection techniques
together with a real-time anomaly detection system. They created a model that offers an IoT application solution,
resulting in a safe and precise detection system. The suggested model has a problem with generalizability and requires

a lot of computing resources to process. Table 2 demonstrates a comparison of overall literature survey.

Table 1

Summary of the overall literature review

References Objectives Advantages Disadvantages

[17] To emphasized crucial attacks and The model has higher F1-score to detect most Need to improve the
using various data in edge server. vulnerable DDoS attacks. performance to detect

unlabeled anomalies.

[18] To using well-balanced data to The model achieves higher accuracy, Sensitive data leakage issue.
identifying the cyber threats in 5G minimal latency, and reduced computational
environments. overhead to detecting attacks in real-time 5G

environments.

[19] For provide the solution to dynamic Handling the unbalanced data and providing The model not addressed
cybersecurity to detecting the DDoS robust real time attack detection. crucial malicious attacks.
attacks.

[20] To using decentralized method to Eliminating unnecessary data and improving High computational cost and
improving the detection accuracy. the detection accuracy. communication complexity.

[21] By mitigating the most challenged Achieving impressive detection accuracy for The model only detects the
low rate DDoS attacks in IoT through low rate DDoS attacks. attacks not considered any
FL models. mitigation strategies.

[22] To ensuring secure and privacy by Reducing computational overhead and Advanced cyber threats were
detecting the cyber-attacks in IoT energy consumption. not identified.
environments

[23] To developing new FL model to The model has detecting the attacks with Personal data leakage and not
improving classification accuracy. reliable and efficient performance and has analysed communications

impressive accuracy. overloads.

[24] To detecting the cyber threats in Comparing diverse models to finding the This model required high
banking sector by used multiple higher accurately DDoS attack detection power consumption and better
classifiers. models which improving the performance. training process.
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[25]

To providing a solution for Honeynet
security tools to minimizing the
network resources from the cyber-
attacks.

The models were provided an efficient
solution to the Honeynet security tools in IoT
environments.

This has high computational
overhead and deployment
cost.

[26]

To developing a new model to
improving the accuracy of DDoS
attacks detection.

This improving the accuracy and also,
reducing consumption time and memory
storage.

The model restricted to
detecting crucial attacks.

[27]

To designing the robust intrusion
detection systems.

Improving the scalability and security with
efficient performance.

Required additional
mechanism and algorithms to
make a feasible model.

(28]

To secure the data from the spread
infection in smart city.

Determining the transmission memory, CPU,
and time while the messages were shared.

Data leakage issue.

[29]

By combining new model to securing
the edge cloud environments from
DDoS attacks.

The model has impressive accuracy and low
computational resource cost

To detecting the threats the
model not used advanced
aggregation models.

[30]

To creating novel combine FL and
DL for cloud-edge to attack
detection.

That has lower convergence time and higher
accuracy to detecting the attacks.

Generalization inability and
synchronization delay

[31]

To using novel model to detecting the
attacks in IoT environments.

The model has greater accuracy than existing
approach.

The model only providing the
detection not  addressing
mitigation strategies.

[32]

By focusing the attacks mitigation
and detection in IoT networks.

Securing the clients data and has higher
accuracy detection.

Malicious attack and poisoned
client updates were still
lacking.

[33]

To developing a FL model to
predicting  unwanted  intrusion
attacks detection.

Reliable and efficient performance and also
has greater accuracy.

The global model has issue on
middle of the operation.

[34]

To designs a new model to ensuring
satisfactory accurate low rate DDoS
attacks.

The models reducing the communication
overheads and improving the accuracy.

High computational cost and
leader node has failed.

[35]

To design a combined model to
improve the accuracy and scalability
for detect attacks in IoT.

Enhance the efficiency and accuracy to
detecting the attacks higher performance.

High computational cost and
communication overhead.

Scalability issue.

[36]

To protecting the IoT devices and
wireless networks by detecting
anomalies.

The model creates a safer and secured IoT
environments by provide a solution to
protection.

High computational cost and
generalizability issue.

Table 2
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A comparison of the systematic literature survey

References Domains Accuracy Precision | F1-score Recall Latency cost
[17] IoT networks x x v x x x
[18] 5G networks in IoT environment v v v v v v
[19] Cybersecurity community v 4 v 4 x x
[20] IoT networks environments v v v v x v
[21] IoT networks environments v v v v x x
[22] Cybersecurity framework for loT v 4 4 v x v

network settings

[23] IoT infrastructures v v v v x x

[24] Banking sector in IoT v v v v x x
environments

[25] Internet of Vehicles environments v 4 v v v x

[26] Large scale software defined v v v v x x
network

[27] Industrial internet of things v v v v x x
environments.

[28] Pre-6G smart city environments x x x x v x

[29] Edge cloud IoT environments v v v v v v

[30] Cloud edge collaborative 4 4 4 v x x

industrial control system

[31] Blockchain network environment v v v v x x
[32] IoT network settings v x x x x x
[33] Industrial IoT networks v v v v x x
[34] Internet of things devices v v x v x x
[35] Internet of things (IoT) devices 4 4 x v x x
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[36] IoT and smart city wireless v v v v x x
network environments

3.1 Federated Learning for DDoS attack detection in smart cities
The benefits and drawbacks of FL-based DDoS cyber threat detection in smart city settings were described.

This study [37] created a novel model and "FL-based lightweight intrusion detection systems (FL-LIDS)," which
use DDoS attack detection in smart cities to offer realistic, safe client data. The optimized lightweight DL method was
used in conjunction with this innovative FL-LIDS to identify the infiltration. An effective solution for smart city
environments is offered by this innovative concept. The study [38] suggested a hybrid DL approach, and ResVGG-
SwinNet for multi-label DDoS attack detection with FL. In Internet of Things applications, the FL model protects data
privacy. These models are scalable and perform well in identifying DDoS assaults in the Internet of Things.

In order to detect and lessen DDoS assaults in IoT applications, the author in [39] suggested a decentralized FL
architecture that used blockchain technology. Blockchain technology will improve the security of all data in the
distribution center while also enabling people to apply FL (FL) techniques to prevent the leakage of raw data,
guaranteeing data privacy. This method enhances DDoS attack detection and increases data security in smart cities. In
order to improve data privacy and identify DDoS assaults, the author of [40] suggests a method based on federated and
split learning. This novel method (federated/split learning) is considerably more accurate in detecting cyber-attacks and
improving data privacy when compared to more conventional ML and DL.

In order to improve data security and accuracy while detecting assaults in IoT contexts, the author of [41] developed
an approach based on FL. In this study, collaborative FL. combines several learning levels, such as edge cloud, cloud,
and device levels, to create smart services. Overall, this model performs well and increases the accuracy of DDoS attack
detection. This study [42] offers state-of-the-art methods to guarantee security and privacy in many components. Among
the recommended methods is FL, which improves security and the precision of attack detection. To guarantee real-time
anomaly detection in smart cities, they were utilizing CNN, LSTM, and DL architecture. Additionally, they suggested
"Multi-factor authentication (MFA)" as a reliable security-enabled real-time detection solution. These models have
performed better than the current methods.

A FL strategy with intrusion detection systems is presented by the author in [43] to safeguard vehicle network data
in Internet of Things settings. Using "Logistic regression and Convolutional neural networks" models in the Internet of
Things, the ML and DL techniques are employed as classifiers to lessen the assault. To improve privacy in [oT networks,
these algorithms identify various cyber threats. By utilizing the integrated DL models, "convolutional neural networks
(CNNs), and long short-term memory (LSTM) networks," which identify the abnormalities, this study [44] tackles the
scalability and robustness issues in real-time privacy preservation in loT smart city networks. Additionally, they
employed "FL and edge AI" to improve privacy protection while identifying cyber-attacks. In IoT smart city settings,
these models provide scalable and effective immediate cyberattack detection and response.

The FL architecture was created by the author of [45] to increase the precision and effectiveness of intrusion
detection in VANETS. This methodology improves the global intrusion detection system by working with SDN networks
without directly sharing local data. These model trial findings demonstrate that their model performs the IDS more
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accurately and efficiently. An FL-based security improvement for IoT contexts is developed in this work [46]. Enhanced
protection is offered by the model that detects several cyber-attacks in the IoT environment. Two different kinds of
datasets are used to test this model. The test demonstrates that their model greatly improves detection accuracy. Table 4

displays the thorough analysis summery of FL based DDoS detection.

Table 3
Summary of the FL based DDoS detection
References Objectives Advantages Disadvantages

[37] To detecting the attacks in real-time The model offering high scalable and robust High computational overhead

with enhanced privacy and security. security to smart cities. in edge devices and scalability
issues while extensive the
networks.

[38] To using the hybrid models for Provide a scalable and safe DDoS attack High communication overhead
detecting multi-label attacks with detection for IoT devices. and computational cost issue.
efficient privacy and security.

[39] To providing prevention strategies Reducing the communication cost and The model required additional
and detecting the attacks in IoT. resource consumption which increase the resources to handle the

accuracy. communication overhead.

[40] To identifying anomalies for Enabling the reliability and safety to the IoT Diverse IoT data affects the
ensuring the security and privacy. environments devices. model  performance and

communication overhead
issue.

[41] By using FL models to providing Improving the efficient performance and The model not considering the
intelligent services for various accuracy. security concerns.
learning level.

[42] To providing a secure and privacy This model enables higher performance and High latency and limited data
in UAV models by used FL accuracy than existing methods. for evaluation.
approaches.

[43] To enhancing security and Enhancing the security and privacy against The model requiring longer
preventing the transportation IoT cyber-attacks. training time.
environments from cyber threats.

[44] To using hybrid DL and FL models Provide an enhanced security and mitigation High Computational overhead.
to Real time DDoS attack detection strategies.
in IoT driven smart city.

[45] To ensure high efficient and Improves the precision and adeptness of the The model lack on data
accurate threats detection in SDN model. resources.
enabled IoT nodes.
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[46] To improving the detection | e«  The model enhances the protection and | e  Diverse data sources affect the
performance and accuracy in IoT accuracy. model  generalization  and
nodes. communication.

Table 4

A comprehensive analysis for FL

References Domains Accuracy | Precision | Fl-score Recall Latency cost
[37] Smart city environments v v v v v v
[38] Industry wide IoT network v v 4 v v x
[39] IoT and smart city environment v v x v x x
[40] IoT cyber-attacks in smart city environment v 4 4 v x x
[41] 6G networks in IoT applications v x x x x x
[42] Internet of UAVs smart city environments 4 v v v x x
[43] Transportation IoT smart city devices v x x x x x
[44] 5G enabled smart city applications 4 v v v x x
[45] IoT networks in VANET v v v v x x
[46] IoT applications v x v x x x

3.2 Traditional machine learning based DDoS attack detection in smart city

This section examines conventional machine learning techniques based on DDoS assaults in smart settings, noting
their advantages and disadvantages. The Table 5 represents the summary of machine learning based DDoS detection.

A novel model for DDoS attack detection called "Adaptive Machine Learning based SDN-enabled DDoS Attacks
Detection and Mitigation" is presented by the author in [47]. The methodology that was demonstrated successfully
detected DDoS assaults by designing a "SDN-based security device" for IoT networks that maintained the AML
standards. "Naive Bayes (NB), Random Forest (RF), Logistic Regression (LR), Support Vector Machine (SVM), and k-
Nearest Neighbor (KNN)" are some of the models that use different classifiers. Lastly, testing findings demonstrate that
their approach outperformed the other earlier techniques for attracting DDoS attacks. In order to provide reliable
detection in large-scale networks with a challenging dataset, the author of [48] employed a machine learning technique.
To identify DDoS threats in smart city [oT systems, they employed a variety of ML and DL models as classifiers.
Compared to other models, their model is remarkably accurate.
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ML-based attack detection techniques in smart city settings are developed in this work [49]. The intrusion detection
systems architecture, fog computing, which operates in specialized modules to identify potential threats, has been
integrated with the suggested machine learning model. Additionally, they employ "Deep neural networks (DNN)," a DL
technique, to identify fraudulent communication within the IoT node. The findings of their suggested model showed that
it performs well in identifying anomalous assaults. A very successful machine learning model to improve [oT device
security was given by the author of [50]. To verify the suggested method, they employed "Message Driven-based
Reinforcement Learning (MD-RL)" security of IoT Edge computing techniques. In particular, this concept offers a
defense against DDoS assaults in smart cities. The findings showed that by improving attack detection accuracy and
safeguarding data privacy, the proposed approach offers an effective solution for IoT networks.

In order to identify DDoS assaults in IoT-driven smart cities, this study [51] developed a "Machine learning-based
ensemble technique." The security of IoT network data is therefore guaranteed by combining blockchain types.
Compared to earlier classification techniques, these models have a reduced false rate and greater detection accuracy. In
order to solve security problems and identify cyber threats in IoT networks, the author of [52] employs cutting-edge
machine learning algorithms. The "L*2-Norm-based fuzzy model," which offers an accurate detection, identified the
cyber threats. When compared to current methods, these models demonstrate effective performance in criteria including
"accuracy, precision, sensitivity, and F1-score." Table 6 displays the whole analysis for machine learning.

Table 5

Summary of the machine learning based DDoS detection

References Objectives Advantages Disadvantages

[47] To using a SDN enabled ML model The models provide an efficient performance High computational overhead
for reducing the communication to detect the DDoS attack. and scalability issue on
overhead in IoT nodes. detecting the DDoS attack.

[48] For enhancing the efficiency and The model ensures protection to the client’s The model required designed
security in IoT environment while data and higher performance. and build elements to secure
detecting the cyber-attacks. the IoT nodes.

[49] To using a ML model to detecting Improving the performance for diagnosing the Generalizability issue and not
possible attacks in IoT with low traffic flow. has capacity to identify the
latency. attacks.

[50] To using collaborative detection Reducing the false negative rate and Lack on  security key
systems to improving the accuracy. enhancing detection accuracy. management and insecure alert

communication.

[51] By providing an efficient The models provide a solution to secure the The model has restrict
performance to secure the IoT IoT network. computational and capability to
environments. detect attacks.

[52] To using a model to enhancing the The model has higher accuracy and lower Edge nodes restrict the process
security in IoT nodes. packet overhead than other models. and computational resource

capacity.
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Table 6
A comprehensive analysis for machine learning
References Domains Accuracy | Precision | Fl-score Recall Latency cost
[47] SDN enabled IoT environment v v 4 v x x
[48] IoT system of smart city environment v 4 4 v x x
[49] IDs based IoT network x v v v x x
[50] IoT urban data node 4 v v v x x
[51] Edge computing of IoT applications v x x x x v
[52] IoT-driven smart city devices v x x x x x

3.3 Traditional Deep learning based DDoS attack detection in smart city

This section addressed the benefits and drawbacks of the conventional deep learning architecture. In Table 7, we
representing the summary of Deep learning based DDoS detection.

A DL method for detecting cyber threats in [oT settings is suggested in this study [53]. "Long short-term memory
(LSTM) and feed forward neural network" are two different DL models that were employed in this. The assessment
results of the suggested models demonstrate that they effectively identify various cyber-attacks, including DDoS threats,
in smart cities. In [54], the author used "Long short-term memory (LSTM) and feature engineering" to create a novel
IDS for loT-driven smart city scenarios. The "tensor processing unit (TPU)" was used to evaluate their suggested model
on the enhanced datasets. The comparison outcome demonstrates that their methodology is more accurate at effectively
identifying assaults in loT networks.

The author of [55] used the innovative "White Shark Equilibrium Optimizer" in conjunction with cybersecurity
technologies based on "hybrid DL architecture" to identify DDoS threats in smart cities. This suggested methodology
detects DDoS assaults and improves security. These models use the WSEO feature selection approach to extract the
low-dimensional vector data. Additionally, they employ "stacked deep autoencoder (SDAE)" to identify the primary
DDoS cyberattack in IoT nodes. The "GSA-gravitational search algorithm model" was used to adjust the model's
hyperparameter. The results of their proposed model outperformed other existing techniques. A hybrid DL model is used
in this study [56] to improve the accuracy of attack detection in IoT devices. The DL techniques "convolutional neural
network (CNN)" and "quasi-recurrent neural network (QRNN)" were employed to identify the precise cyber threats.
Two different datasets, "BoT-IoT and ToN IoT," were used to test their models. The results of the validation test
demonstrate that their model operates well and quickly lessens the dangers.
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In order to identify all DDoS threats in IoT nodes, the author in [57] creates a unique DL model that combines
"Deep Neural Networks (DNNs), Convolutional Neural Networks (CNNs), Long Short-Term Memory (LSTM), and
Deep Autoencoder." When compared to "traditional ML and DL," these integrated models improve the accuracy of all
forms of attack detection. This article [58] describes how hybrid DL models like "Long Short-Term Memory (LSTM),
Convolutional Neural Networks (CNNs), and Auto encoders" may identify DDoS attacks. In these hybrid models, CNN
extracts the feature after the LSTM detects temporal danger patterns, and auto encoders compress the high-dimensional
input. Their hybrid DL models perform better than the other methods, according to the model that used CICIOT2023 as
a dataset during the validation procedure.

This study [59] offers an improved "two-level intrusion detection systems with long short-term memory" as a
solution to the lower accuracy and scalability problem in identifying cyber-attacks in smart cities. This suggested model
effectively detects assaults and identifies the kinds of sub-attacks. In order to increase efficiency, they are training and
assessing the suggested models in real time using two different datasets. According to the experimental results, their
model performs better than other models and has more accuracy. DDoS attacks on IoT networks are identified by the
author in [60]. They improved security by using a DL-based strategy. The "CICIDS-2018 dataset" is used in this study
to accurately identify the cyber threats. Compared to other models now in use, their suggested model offers a reliable
attack detection system with more accuracy. Table 8 offers a thorough examination of DL. The Table 8 provides
comprehensive analysis of DL.

Table 7
Summary of the deep learning based DDoS detection
References Objectives Advantages Disadvantages

[53] To preventing the IoT networks Detecting several types of attacks with higher Limited robustness and
from various attacks. accuracy. performance was varying.

[54] To design a model for detects loT The model provides better results within short Inefficient classification time
threats by smart intrusion detection time of training period. and worse performance.
system.

[55] To developing a novel WSEO- Detecting accurately false alarms and The model requires better
HDLCS for detects and securing the enabling automated mitigation strategies. optimization ~ and  feature
Data in smart cities. selection approaches.

[56] To developing a hybrid models to Enhancing the classification accuracy and Difficult to enabling privacy
detecting the attacks efficiently. effectively analyse the attacks. and security in real time IoT

environment.

[57] To creating a novel DL model for The model was outperformed in accuracy, The model accuracy was not
detecting attacks especially in fog false alarm and true positive rate metrics. satisfactory due to model
and cloud level IoT nodes. hyperparameter ~ were  not

tuned.

[58] To wusing a novel model to The model has outperformed than other The model not considering
enhancing the security and existing models. training time, class imbalance.
dimensionality reduction.
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[59] To addressing the lower accuracy | e  Efficient performance and has higher | ®  To detecting the attacks slowly
and scalability in DDoS detection accuracy. and has scalability issue.
for IoT.

[60] To ensuring networks security by | e  The model well performed to attack detection | «  The model need to consider
zero touch networks that detecting with high accuracy and robustness. real time detection
the cyber threats.

Table 8

A comprehensive analysis for deep learning

References Domains Accuracy | Precision | Fl-score Recall Latency cost
[53] IoT smart devices v 4 x v v x
[54] IoT driven Smart city environment 4 v x v x x
[55] Smart city environment v v v v x x
[56] IoT smart city applications 4 v 4 4 x x
[57] Internet of things devices 4 x x x x x
[58] IoT networks v v v v x x
[59] IoT system v v v v x x

4. Performance evaluation
4.1 QoS metrics:
The most popular performance metrics and confusion metrics were described in this section. It comprises True

positive (TP), False positive (FP), True negative (TN), and False negative (FN) confusion measures and Accuracy,
Precision, F1-score, Recall, and Mean squared error performance metrics.

4.1.1 Confusion metrics

A summary of the outcomes, known as confusion metrics, was anticipated by the categorization models and
is shown below:
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e True positive (TP): The total number of attacked sample data out of all sampled data that the assaults
successfully identified was known as the true positive.

e False Positive (FP): This indicates that normal traffic was mistakenly identified, minimizing the
needless mitigations.

e True positive (TP): The total number of attacked sample data out of all sampled data that the assaults
successfully identified was known as the true positive.

e False Positive (FP): This indicates that normal traffic was mistakenly identified, minimizing the needless
mitigations.

4.1.2 Performance metrics

The following metrics were commonly considered to evaluate the test validation.

e Accuracy (A): The accuracy quantifies the proportion of properly categorized numbers within the entire
sample. Since the model performs better in classification, a larger accuracy ratio is taken into consideration.
The calculation for this precision is as follows:

_ TP+TN
TP+TN+FP+FN

(M

e  Precision (P): It adds the proportion of positive categorized threats to the overall quantity of predicted assaults,
indicating that the results are greater than those found by the successfully identified attacks. The following
determined that.

TP

P = 2)

T TP+FP

e Recall (R): The overall real positive rate of attacks to all positive sample attack results is presented. This is
referred to as the detection rate. The model's capacity to recognize DDoS assaults was determined by its greater
recall. This has the following definition.

TP

R= 3)

~ FP+FN

e Fl-score (F): Two criteria, such as "precision (P) and recall (R)," determine this F1-score. A model with a high
F1-score has balanced, effective performance. This was ascertained as follows,

F=2x-% (4)
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e Mean square error (MSE): It is also known as the model's total loss function, which quantifies the difference
between the expected output values and the actual input values. The model learning accuracy and consistency
are excellent for the lower mean square error. This is computed as follows:

MSE =Y (y; —p)*n ®)

Above mentioned equation, the y; defined the actual values of the samples (i), and p; represents predicted value
for i. Also, n denotes total number of used samples for estimation.

4.2 Performance analysis

An analytical review based on the FL framework utilized in DDoS detection studies in smart cities is presented in
this part. In this part, we highlight the widely dispersed research in a variety of smart city domains, learning
methodologies, and assessment measures. This was an experimental comparison between QoS measurements and DDoS
assaults based on FL. The effectiveness of many earlier studies that employed FL for DDoS detection in smart cities is
assessed in this analysis.

Latency cost
5.9% 2.9%

Accuracy
29.4%
Recall
20.6%
Fl-score II Precision
20.6% 20.6%

Fig.4 QoS metrics in FL based DDoS detection in smart city studies

A distribution of QoS measurements utilized by FL to identify DDoS assaults in smart city systems is shown in Fig.
4. This shows that many of the examined studies solely concentrate on an accuracy of 29.4%, while other metrics, such
as "F1-score, precision, and recall," all share the same 20.6%, suggesting that current research has effective detection
performance. These findings show that categorization efficiency is given precedence over organization-level
considerations in the majority of the investigations. Furthermore, the criteria for cost (2.9%) and delay (5.9%) are given
extremely little weight. This has an impact on the majority of current research by limiting related resources and failing
to comprehensively evaluate in real time. These disparities highlight the accuracy-focused performance evaluation in
recent publications. Additionally, it was unusual to test the critical elements like scalability, real-time adaptability, and
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communication overhead. These findings indicate that the deployment problems in large-scale smart city networks are
not well covered by current research. This result highlights the need for additional QoS performance evaluation
frameworks in future FL-based DDoS detection research.

5. Overall strength of Federated Learning

In particular, the federated learning frameworks provide several benefits for identifying DDoS assaults in smart
cities, which are outlined below.

Improving data security: By sending the revised model to the central node and storing the raw data at local
nodes, personal information leakage is minimized.

Real-time adaptation: The FL has adjusted to real-time DDoS patterns in order to continually update the
distributed nodes.

Greater detection accuracy: Compared to conventional models, the FL. model's pooled information from
several nodes improves the "DDoS attack detection" accuracy.

Reducing data transfer: Compared to centralize model training, the FL only transmits the updated model,
which lessens network overloads.

Resilience: The FL model's ability to effectively identify different data from a range of domains increases the
model's resilience.

6. Overall limitations of Federated Learning

The next section covered the main issues with FL frameworks for identifying DDoS assaults in large-scale smart
city networks.

Significant computational cost: In a smart city setting, the FL local model training involves a significant level
of computer complexity.

Malicious Client Manipulation: The effectiveness of DDoS attack detection is reduced when malicious
attackers introduce contaminated data or mislead clients.

Communication overhead: High bandwidth and latency are improved by the frequent transfers between the
client and server model parameters, which results in communication overload.

Generalizability problems: The local models are impacted by the different smart city environment data, which
is often non-independent and identically distributed. The generalizability of many domains is delayed as a
result.

Scalability issues: Managing and organizing a wide variety of loT devices in Florida was difficult. Systems
experience inefficiency as a result, and the network grows due to aggregation latency.
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e Increased latency: The server must wait for a large number of clients to report their modifications before
processing the subsequent steps, which might take a considerable period of time, as the FL. model was updated
into the global model.

7. Conclusion & Future Work

In this study, we examined newly released studies on FL-based susceptible "DDoS attack detection" in IoT systems
for smart cities. We used the DDoS attack categories and FL designs from previous studies in smart cities. In this study,
we looked at a number of different methods, with an emphasis on data collecting, model training, outcomes, drawbacks,
and assessment measures. These elements were utilized to offer a thorough comparison of the suggested FL to
"traditional ML and DL models." This research shows that by storing the sensitive data, the FL method has successfully
protected data privacy. The majority of the studies included standard assessment measures, such as "Accuracy, F1-score,
precision, and recall," which emphasize FL's suitability for smart city networks. The total accuracy of the FL frameworks
is 29.4%, according to this performance analysis, and each one achieves a "precision, recall, and F1-score" of 20.6%,
which were mostly contributed to. However, the latency of 5.9% and the computational cost of 2.9% were not included
in many studies. Some relevant areas that have been overlooked in this research are as follows: "White papers," "non-
English papers," "thesis," "non-peer review papers," "chapter books," and "conference papers" with fewer than four
pages. Overall, by our thorough investigation and effective evaluation, we have offered a methodical examination of a
FL framework for identifying "DDoS attack" in smart cities. We looked at articles that show FL has several difficulties
as well, such as high computational costs, malicious client manipulation, problems with generalizability and scalability,
and communications overhead. In order to overcome these limitations, future research should be done using lightweight
and adaptive FL frameworks. This will reduce the high computational cost and communication overloads, strengthen
defense strategies against vulnerable attacks, and provide real-world adaptation with improved dependability, scalability,
and effective performance in next-generation smart city security networks.
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